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This training package is targeted for customers who have multiple 

types of Users using the solution. The Analyst course will target data 

consumers of the tool while the Admin training will target solution 

administrators. 

Course Outline
Analyst

• Architectural Overview of the solution and its components
• Review the various Diaries and explain Meta Data

• Working the tool and its default configuration
• Explain Lists

• Review Session Player functionality

• Explain Lists

• Searching for data within the solution

• Explain various methods by which data can be exported

• Creating Saved Sessions

• Review the Threat Intelligence Dashboard

• Review Reporting Capabilities

• Working with live Alerts

ADMIN
• Explain and review Recording Policies

• Exporting Data

• Working with default Alert & Prevent Rules

• Best Practices for creating custom Alert & Prevent Rules

• Explain Storage and Archive Process

• Explain System Events

• Explain Security and Privacy settings

• Review the API capabilities

• Review Agent Auto Upgrade

• Review Audit Log

• Creating console Users

• Review License details

• Review ITM System processes and review Log file structure
• Review the Admin Dashboard
• Managing Endpoint Groups

Proofpoint

ITM On-Premises Training Package 

FORMAT
Offered as Virtual Instructor Led 
Training (VILT) or Instructor Led 
Training (ILT). 

SKU
Public Class: PP-TRN-ITM-OP-L2

Private Class: PP-TRN-ITM-OP-NEW

DURATION
2 days

INTENDED AUDIENCE
Information Security Analysts, 
Administrators, and Insider Threat 
Management Team members 
responsible for the configuration 
and administration of the solution. 
These students may be either 
administrators of the solution and/or 
consumers of the solution’s data.

Prerequisite
Familiarity with concepts and 
terminology common to the 
themes of Insider Threat 
Management. 

REGISTRATION
Contact your account 
representative or 
Training@proofpoint.com
for registration information. 

ABOUT PROOFPOINT
Proofpoint, Inc. (PFPT) is a leading cybersecurity company that protects organizations’ greatest assets and biggest risks: their people. With an integrated suite of cloud-based solutions, 
Proofpoint helps companies around the world stop targeted threats, safeguard their data, and make their users more resilient against cyber attacks. Leading organizations of all sizes, 
including more than half of the Fortune 1000, rely on Proofpoint to mitigate their most critical security and compliance risks across email, the cloud, social media, and the web. More information 
is available at www.proofpoint.com. 
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